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SQL Injection Behavior Detection Method
Based on AOP and Dynamic Taint Analysis

HE Cheng-wan, YE Zhi-peng
(School of Computer Science and Engineering , Wuhan Institute of Technology , Wuhan , Hubei 430205 , China )

Abstract: Web applications are constantly exposed to security threats from code injection attacks such as SQL injec-
tion in cyberspace. At present, most detection methods against SQL injection attacks have low execution efficiency and low
detection accuracy,and are not easy to be reused. According to the characteristics of injection vulnerability,a SQL injection
behavior detection method based on aspect-oriented programming and dynamic taint analysis is proposed, the taint analysis
process is encapsulated by the aspect unit,so that the typical program crosscutting-concerns are separated from the base sys-
tem, which improves the reusability of detection code. The Advice mechanism is used to dynamically load the various detec-
tion component implementations to execute the detection code at runtime to counter typical code injection attacks such as
SQL injection against Web applications. Experiments show that this method can realize the self-protection process without
modifying the application execution engine and source code,so as to effectively defend against seven typical types of SQL
injection attacks such as tautologies, logically incorrect queries, union query, piggy-backed queries, stored procedures, infer-
ence query, alternate encodings,and so on.
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IR 2 2 2 25 (Weaver) H S ZUA BB 2 77 )7,
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PE AT A SCRE T — il B BT 2 0 T Web i
FHAR 7 4 2 %) it 2 i 55 i i HE Z2-Java EE (Java plat-
form , enterprise edition) N{CFIHITIEA.

FA1/ IDK H String , StringBuffer | StringBuilder =
NFRFHRRY R T — AT R R B R A R AR IC TS A
REAF R Hr String 240 & F AL char[ ] value

Bt m GEIEZRT]) offset . 11 E0{E count F1 hashcode
S5 51 AE B A AS T AR E R 2 A Suring BT XS 4 s KR
i s. value[ s. offset. . s. offset + s. count-1 ]3I [F PN 1 5
FEFEBN AL 747 5520 5L AOP #5506 3 i v
(R 2 A4 (1] 7 B AL T A 5 Wi A A0 A 45 ) 1) i 42 75 1)
KPR EHEA.

AR
Environmental Inputs Stored Inputs Network Inputs ]
(Env, Time) (DB, XML, CSV) (GET, POST, Cookie )
Web it 55 2%
_____ . AL AR @+ — TEANRE
' Java T |
L /
| st | LD, 15 AR
— — — — — (after returning advice )
_____ - ANTLR Parser
Weaver — 5 AP EREL ® Symbol stream
Aspect | 4
alaniouniiaiie | | Parser analysis Parser
3 IJ_'I‘ N SE D
: ﬁ';{fjj;ﬂ | o B3 SQLImKIF | ,
______ | (before advice ) Abstract syntax tree
S |
| 75 AEE 4
L Aspect | | Abstract syntax
- - - - - il tree traversal
| sQLifds#T -
L Q Asgem | L3 (Sink) l
_____ T Wi 2 SQL %A Al
HHR A TG
@ 3 SQL i A
Bl RSS2 Blocking

BT BhasTs s pr i

TS SARICTTIE WA 2 Fr7R, 15 BRI Aspect
VRS DRNEOL TN S €L (B RSN mn Tk W L e gl i e
JR 19 Hash {H F & #f Sk (starthash ) 1 2 45 2
(endhash ) bR % A A (B0 04T 3 R ARIC ™, IHEDF

PG T4 8 UserlnputData [ taint J& £ 5 true. X
PG s bR 10 2 BE AR IR T bR OORE B, b T Mg
THE.

String UserlnputData =HttpServletRequest .getParameter ()
Broswer String UserlnputData =HttpServletRequest .getParameterValues ()
String UserlnputData =HttpServletRequest .getAttribute ()

String UserInputData =HttpServletRequest .getParameterMap ()
String UserInputData =HttpServletRequest .getCookies ()

Web server

Taint source Aspect

(2 UserlnputData
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PR filiik

isTainted ; 77 JR S HY  51 A8 |

StringData < isTainted , taintData > . TR
taintData ; 75 S bric &

TaintedParamName < String > i R
TaintedInput < String, StringData > A A B AR WL %
TaintedString < String, StringData > V5 GRS 2%

SinkName < String > THURPRRISE

BT R T E K% A IRES (security state) 4
A RS R BT S R G B A T
15 RARIC. V9 RARICIE IR WA | IR, 35922 pa-
vam S JEAT LN 5304 AT H3 S A i, I e B AL 4
FIHEE TS K9] ATJ7 % TaintedParamName 54518 51 b5 L
e 33, A 7R B 57 74 4 o B3R ol fi
(75 RCRS AR EAR U B, R D8 75 bR a0 IR A7 2
AL E A LG WL 2L TaintedInput H.

Hit1 WABHERREEE

BN J7 kAR MM tainted, J5 7540 param.

sd«— new StringData( ) ;

if param in TaintedParamName < String > then
sd. isTainted<«— true;

put < tainted, [ starthash]sd. taintData[ endhash | > in TaintedInput;

3.2 SRERBERRITEXH

15 KA Do ELAE 5 AT AL R R I IE
WPk, A S 5 SCmk [ 28 1 FN [ 29 ] iy J8UVAR, it 1 4T X
Java 1 5 W75 SUEHRSE (WAL 2).

15 KAGRE Iy BTt 2875 16 3 RARAE L4607 0. 8k
I 2 WA B s R R B AR T e
FEFRIC LI 5 B T A A R A B R AT L i
BT X S R B AT A A A BB B 2 TS AR
FERLIEAG & 115 A0 AR 7 125 98 2ok A% v Rl e s B
3 PO, KX T O G B 07 BT 0 ) S 3
I ARG AT IR - (1) tainted IR 75 R X4
FEJ5 AR B 5 (2) W 5 ik i S0 42 target 5 &
YERG HAT 55 (3) S 4 args RN TG 1N G A% 15 3
TaintInput 5§ TaintStrings 254 i 0t RS E5 F .

Java 18 5 A 216 A Bl 745 5 pR &, Horb A 81
A RBCEA TG m AR R DIRE, £ XTI ER 4 oR BT R —
ST AL TR IE

Hik2 SREBEEHER

BN 5 B350 param , 5 X4 target, J5 5 4% {E propagatedData.

sdl,sd2,sd3 « new StringData( ) ;
if <param,sdl > in TaintedStrings then
if sdl. isTainted then
if <target. sd2 > in TaintedStrings then
sd2. isTainted «— sdl. isTainted;
concat( [ starthash | sdl. taintData[ endhash | ,sd2. taintData) ;
put < propagatedData, [ starthash | sd2. taintData[ endhash ] >
in TaintedStrings;
else
put < propagatedData, [ starthash ] sd1. taintData[ endhash] >
in TaintedStrings ;
else if <target,sd3 > in TaintedStrings then
put < propagatedData, [ starthash ] sd3. taintData[ endhash] >
in TaintedStrings ;
if <param,sdl > in TaintedInput then
if sdl. isTainted then
if <target. sd2 > in TaintedStrings then
sd2. isTainted «— sdl. isTainted ;
add param in sd2. taintedData;
put < propagatedData, [ starthash ] sd2. taintData[ endhash] >
in TaintedStrings ;
else
sd «— new StringData( ) ;
sd. isTainted «— sdl. isTainted;
add param in sd. taintedData;
put < propagatedData, [ starthash ] sd. taintData[ endhash ] >
in TaintedStrings ;
else if < target,sd3 > in TaintedStrings then
put < propagatedData, [ starthash ] sd3. taintData[ endhash ] >
in TaintedStrings ;
if <target,sd3 > in TaintedStrings then
put < propagatedData, [ starthash ]sd3. taintData[ endhash ] >

in TaintedStrings ;

3.3 SRAERE

PR Serviet A&7 o BT A FIEHE 2 5 B 1A AR DG4 AR
HERE T JDBC JErp, SQL 1 AL Z A SinkName 1,7
T RERE U ) 22 4 BUREURE PE BRI VD s R A exe-
cuteQuery () . executeUpdate ( ) Z%. {ii Fi before i 4% 18
TR A AR IBATI S A AR TR 7 h R IE I i e i i 2
B, % SQL 1B ) VETE A b AL 2.

SQL 15 2 it M Ak BORE SQL 45 £ 138 U1 % At o 23
08 T 5K 7 (keywords ) 45 F 4F (operators ) I 7
1A & (literals ) B = K8 ERF 5. 5 LML M 58
SQL 1) h AN 5 A 7T A5 1 A 6 4%, R
RIAAETE SQL I AAT N 25 & ff M 5 SQL 1y AT —in]
AT S AT TG bR, X S R T E 1 A A G T AT T
REM IR It SQL i m) 32 B 45 48, & i SQL i A X i &
TN AR ERE R, B &R AT IS
1) bR ESCR B A B 485 4 T A5 B, IR RS B UL
M AR IC A B SQL ¥ A X B By 4 55 1 1 ik a0
k3 .
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HiE3 SQLEFANWEBBHEEZE

BN :SQL Jr ki i Value , ¥ U7 #: 5% param.
if < param,sd > in SinkName < String > then
foreach tokens in param do
if tokens are not tainted then
SQL_exec( param) ;
else
prepend " \" before sd. taintData[ starthash. . endhash ] ;
SQL_exec( param) ;

4 ZWESH

I AEAS SCHE Y SQL T A TG A I ASE 28 1) A7 %4
P, AT TE VMware Workstation JEFUPLY- & iP5 158
B BRI, 2 A IS 2R 8 1Y D) RE 8 AR A RE 8 A b 4T
T PR, IR FF 8% 6 Bt WAVSEP ( Web Application Vul-
nerability Scanner Evaluation Project) ™" & WebGoat"*" #f!
WHERG, A E Z R R 28 T Web 7 A2
. SEE | BT 4000 AN IEFARARDG A, o
IEHREA AL B R SOAS 7B I T SQL i U745 £ 5 0

FAEA N Github il 4 7408 7 Bl WL SQL 1A
Bt
4.1 TheEMK

i T 1% H 8k T EAE WAVSEP il WebGoat 1
ARG IREE 0 BT R R TEAAT IR,
BT FAT A, FEX R 25 SR - AT T Se it . 35 2
PR T A B FRIER 7 4> SQL ¥ A X 52 4, 43
SR T ASC S A 5 R 36 SQL i AT 1 B A
ROR B 491 53 390 Bk — i 28 AL % SQL 3 A I
™. 22 A9 No. 1 ~ No. 6 #§ 4% A FI BT 28 11y
FR R ), B — el 55 7 Fh 2R (nid 4 ) ¥ 1
B BB AT i i, 20 i U ) — R PR 2. 3
S IR A R AR I 0 B T I B T BRI TE AR R
S AN R R B U A, FRATT A0 O 12 BE AR A I 2 Y
H 5 2 (tautologies ) | 3% H5 4 1% 75 1A] (logically incorrect
queries) |15 5 #% i) (union query ) | #E Z £ ] ( pigey-
backed queries) /71 i #£ ( stored procedures ) . #i ¥ A
1] (inference query) . Zff5 %5 it (alternate encodings) %5 7
il SQL i AT 271,

F2 SQLFENMKFABGIE

No. B W3 41
1 H 5 2 (tautologies ) SELECT balance FROM acct WHERE password = OR 1 =1 - -~
) 12 R AT 1) SELECT accounts FROM users WHERE login = AND pass = AND pin = convert (int, ( select top 1 name

(logically incorrect queries)

from sysobjects where xtype = 1) )

3 1564545 1) ( union query)

SELECT accounts FROM users WHERE login = ~
UNION SELECT cardNo from CreditCards where acctNo =10032 — — AND pass = AND pin =

G A i)

4 SELECT accounts FROM users WHERE login = doe AND pass = “;drop table users — — AND pin =123

( piggy-backed queries)

CREATE PROCEDURE DBO. isAuthenticated
Tttt 12 @ userName varchar2 ,@ pass varchar2 ,@ pin int AS

> ('stored procedures) EXEC("SELECT accounts FROM users WHERE login ="+ @ userName + " and pass =" + @ pass-
word + "4and pin=" + @ pin) ;GO
6 HEHLT 1] (inference query) 1egalUserand ASCII( SUBSTRING ( ( select top 1 name from sysobjects) ,1,1)) > X WAITFOR 5 - -~
7 LB aliemate encodings) SELECT accm{nts FROM users WHERE login = legalUser’; exec ( char(0x736875746461776e) ) — — AND
pass = AND pin =
£3 BNER 4.2 HEEEM
1| 2]3]4]5]6 7 T PSR TS RAL R TR X A R AN [ 4847 )
CSSE ™) Vx| V]V ] x| x x A PEREAL 2% 52 . ~F- X732 A7 I [R) B /)N, G HhOA T 3 32
Joza 12! VIiVIx | VIVI]V x PO RE A R 2 /. 3% 4 HhXT T AR SC S PHP-
CANDID ! VIVIVIV]x|V] x Gate ™ HI WASP Wi Jy ik Wl VE REAR 2% . 745 B B vk
WASPL2 VIVIV] x| x| x x REMR BT AT
SQLCHECK "7 Vx| VIV]x]| x X TR ETE BRI R = (BRPERE) (FF R R 975 )
A7 VIVIVIVIVIV] V — BRAE ) CTF 3 PR AT ) )/ (R A I 8] (TF 55 £R

Hi) ) (%)
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AT 5 18 1 R i % S T BB P ER 23 1 R AR
ICTETAT ORI OC 75 15 B, 45 & AOP HLiil 78
B ORRGE A AT T — & 2 B BRI 15 AL fR i P BE
k.

R4 FEBREMRELLR

Tk TR R R PEREDIR/ %
String. Concat ( String) 170. 83
WASP!> | StringBuilder. Append( StringBuilder) 7100. 00
StringBuilder. Append ( String) 2500. 00
Stringcat 10.91
PHPGate ]
concat( . ) 12.78
String. Concat ( String) 8.60
ARSI StringBuffer. Append ( String) 9.70
StringBuilder. Append ( String) 9.20
5 #HRiE

ARSCET X Web [ FH R Fy v 3 A2 g 358 4 s 91 AL
SR T AOP RIS 2575 570 B RN 7 3k S
TEB A SQL T AL Iy iy R . 3% 5 I AOP B4
TG RARE T5 KL T 15 R S5 07 TR RE AT AR
7 FPEH SQL T A By JERY. phy J7 i 25 1) 2 A
TR 28 40 2L a8 SUA B 35 i b, e R T A
OV AR P AT 51 B AN PR, X fd A [R] 4 R 1 5
45 PR PP R A 55 14 AT R AL AT 3 7 K ok
AR rp Rk — 0 18 8 7 VR I R R, A X B T
MTHE Web 224 gl By A0 J7 12

S ik
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